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Login Password designed by Freepik from Flaticon
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Mails designed by Good Ware / Speechbubble designed by Alfredo Hernandez / Keyword designed by Freepik from Flaticon
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Password Pusher

Go Ahead. Email Another Password.

created by Peter Giacomo Lombardo
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Your password is...

Password Pusher

Go Ahead. Email Another Password.

Password1!

Expire secret link and delete the stored password after:
7 Days

5 Views

Please obtain and securely store this password
elsewhere, ideally in a password manager.

Allow viewers to optionally delete password before expiration This secret link will be deleted in 7 days or 4 more views (whichever occurs first).

Nah. I've got it. Delete this secret link now.




financial

User Experience ,
solutions

smarthouseJ adesso




smarthouse | adesso

User Experience: Secure-by-default financial
solutions

Your secret is...

000D OOORS (E)

Expire link and delete the stored secret after:

' 1Hour
' 1 View
(whichever comes first)
Click on the field above to copy the secret
bl Allow viewers to optionally delete secret before expiration or click here toreveal the secret for 10s!

Please obtain and securely store this
secret elsewhere.

This link will be deleted in 1 hour or o more views (this is the last view).

Nah. I've got it. Delete this link now.
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Link designed by Gregor Cresnar / Cursor designed by Freepik / Password designed by Those Icons / Folder designed by Nikita Golubev from Flaticon
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KEEP

CALM

AND

UPDATE
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Security Header
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Scan Summary

Score:

Tests Passed:

pwpush.com
7709838
June 19, 2018 1:14 PM

4 seconds

75/100

10/11

Test

Content Security Policy

Cookies

Cross-origin Resource Sharing

HTTP Public Key Pinning

HTTP Sirict Transport Security

Redirection
Referrer Policy
Subresource Integrity

X-Content-Type-Options

X-Frame-Options

X-XSS-Protection
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Pass Score Explanation

x
v
v

[N N

LA SRS

-25

o

Content Security Policy (CSP) header not implemented

All cookies use the secure flag and all session cookies use the nttponly flag

Content is not visible via cross-origin resource sharing (CORS) files or headers

HTTP Public Key Pinning (HPKP) header not implemented (optional)

HTTP Strict Transport Security (HSTS) header set to a minimum of six months (15768000)
Initial redirection is to HTTPS on same host, final destination is HTTPS

Referrer-Policy header not implemented (optional)

Subresource Integrity (SRI) not implemented, but all seripts are loaded from a similar origin
X-Content-Type-Options header set to "nosniff”

X-Frame-Options (XFO) header set to SAMEORIGIN OT DENY

X-XSS-Protection header set to "1; mode=block™
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Adding a CSP

Scene from The Sixth Sense

| SEE CYBER RISKS

EVERYWHERE
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Unser Ergebnis

Scan Summary

+

Score:

Tests Passed:

secpush.smarthouse.de
7700145 (unlisted)
June 19, 2018 10:25 AM

g seconds

130/100

11/11

Test

Content Security Policy

Cookies

Cross-origin Resource Sharing

HTTP Public Key Pinning

HTTP Strict Transport Security

Redirection
Referrer Policy

Subresource Integrity

X-Content-Type-Options

X-Frame-Options
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Content Security Policy (CSP) implemented with default-src "none’ and no ‘unsafe’

All cookies use the secure flag, session cookies use the Httponly flag, and cross-origin
restrictions are in place via the samesite flag

Content is not visible via cross-origin resource sharing (CORS) files or headers
HTTP Public Key Pinning (HPKP) header not implemented (optional)
Preloaded via the HTTP Strict Transport Security (HSTS) preloading process
Not able to connect via HTTP, so no redirection necessary

Referrer—l’olicyhead.ersettn "no-referrer”, “"same-origin”™, "strict-origin” OT "strict-origin-

when-cross-origin”

Subresource Integrity (SRI) not implemented, but all seripts are loaded from a similar origin
X-Content-Type-Options header set to "nosniff"

X-Frame-Options (XFQ) implemented via the CSP frame-ancestors directive

X-XSS5-Protection header set to "1; mede=block”

Q0 © Q0 © 0




Datenverwaltung

Keyword designed by Freepik / Lock designed by turkkub / Database designed by Smashicons

from Flaticon
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Datenverwaltung: Fixing the Krypto and the API

Original
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16 Scene from Men in Black
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Aufwand

Evaluation

User Experience
Updating
Security Header
Datenverwaltung
Sonstiges

Total
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Evaluation ~5h
User Experience ~15h
Updating ~16h
Security Header ~8h
Datenverwaltung ~9h
Sonstiges ~15h

Total ~(ekEin 7/
~8.5 Arbeitsage
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Vielen Dank!

https://github.com/smarthouse/PasswordPusher/




